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ABSTRACT

The relevance of this research lies in resolving the conflict between ensuring high availability and integrity of information and
the resource constraints (power consumption, memory capacity, bandwidth) of mobile terminals in a heterogeneous network with a
stochastically varying topology. Traditional approaches based on distributed hash tables, static replication, and NoSQL databases are
limited by high communication overhead, degradation of routing during frequent connection drops, and an inability to proactively
predict environmental dynamics, which necessitates the development of effective mathematical and software solutions for storing
structured data. The goal of this work is to improve the availability, semantic integrity, and energy efficiency of structured data
storage in heterogeneous networks with a dynamic structure by developing a hybrid model of adaptive replication controlled by a
Deep Q-Network. To achieve this goal, the following tasks have been set: to formalize the access cost objective function, taking into
account the resource parameters of mobile nodes; to develop a method for adaptive data replication and migration in the form of a
machine learning pipeline optimized for deployment on edge devices; to develop the topology of a Deep Q-Network for adaptive
control of the placement, migration, and competitive replacement of replicas in a stochastic topological environment. The research
methods are based on the theory of Markov decision processes, reinforcement learning algorithms, and methods of mathematical
statistics for analyzing data drift. The results of this work include the formalization of a method for adaptive replication of
structured data guided by a neural network model based on criteria of expected channel lifetime and weighted demand, as well as the
development of a machine learning pipeline using deep reinforcement learning algorithms optimized for deployment on edge
devices. An experimental study of the developed solutions on a simulation platform using spatiotemporal real-world mobility
datasets demonstrated that the proposed method maintains a query delivery success rate of eighty-three point nine percent at node
speeds of up to one hundred kilometers per hour (compared to forty-six point nine percent for static replication and forty-one point
one percent for Bamboo DHT), reduces the average search time by fifty-eight percent (from two hundred seven milliseconds to
eighty-seven milliseconds), reduces communication energy consumption by thirty percent, and decreases the number of storage
rewriting cycles by fifty percent. The findings confirm the high effectiveness of using DRL orchestration to ensure a controlled
inconsistency regime under conditions of spatial isolation of network segments. The scientific novelty of the obtained results lies in
the development of a method for adaptive replication of structured data in heterogeneous networks with a dynamic structure by
continuously determining the replication coefficient and the optimal nodes for placing data copies based on the prediction of node
trajectories and the level of their hardware and energy resources. The practical significance lies in the adaptation of an optimized
machine learning pipeline, which enables the direct implementation of the model in autonomous transportation, environmental
monitoring sensor networks, and emergency response systems.
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INTRODUCTION

The paradigm of Mobile Edge Computing (MEC) and Fog Computing serves as the key technological
foundation for modern Internet of Things (loT) infrastructure, cyber-physical systems, and autonomous
transportation. Shifting information processing and storage functions closer to the network edge makes it
possible to significantly minimize network latency, reduce the load on backbone communication channels,
and ensure the local autonomy of end terminals [1], [2], [3].

In deployment scenarios for intelligent transportation systems (ITS), unmanned robotic groups, and
monitoring systems for man-made zones, mobile devices are organized into decentralized dynamic networks
of the MANET (Mobile Ad-hoc Networks) and VANET (Vehicular Ad-hoc Networks) classes [2], [3].

The specific nature of such systems’ operation gives rise to a number of fundamental scientific and
technical challenges:

— the constant spatial mobility of nodes generates unpredictable changes in topology and frequent
disruptions in wireless links;
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— mobile terminals operate under conditions of limited local power supplies, restricted memory
capacity, and unstable radio channel bandwidth;

— context-dependent structured data used by application services (spatial coordinates, motion vectors,
sensor telemetry parameters, graph connections in the urban environment) require strict preservation of
semantic integrity and accuracy during exchange between nodes.

Loss of connection to centralized cloud servers leads to database desynchronization or complete
unavailability of critically important contextual information. A fundamental conflict arises between the need
to ensure high availability (A) and integrity (1) of structured data sets and the strict hardware constraints of
mobile nodes regarding power consumption (Eiim ), storage capacity (Mim ), and channel bandwidth (Biim )
under conditions of stochastically varying topology [1].

Resolving this contradiction requires a transition from classical static models to intelligent hybrid
systems for storing structured data, capable of dynamically adapting replication parameters in accordance
with the predicted state of the network environment.

LITERATURE REVIEW

An analysis of modern distributed storage systems reveals significant limitations when they are directly
ported to heterogeneous mobile edge environments. Distributed file systems (in particular, Apache HDFS)
rely on an architecture with a dedicated metadata coordinator (NameNode) and a fixed block replication
factor, which in dynamic MANET networks creates a critical vulnerability to a single point of failure [4], [5].
Distributed NoSQL systems (Apache Cassandra, MongoDB) implement decentralized ring sharding and
eventual consistency via Gossip protocols; however, their fault-detection mechanisms incur significant
overhead for control traffic transmission over low-bandwidth wireless channels. The use of blockchain-based
storage systems (Hyperledger Fabric, Ethereum) ensures cryptographic resilience and immutability of the
transaction history; however, the high computational complexity of consensus algorithms, the substantial
size of the transaction ledger, and the long delay in record finalization make them unsuitable for power-
constrained mobile devices operating in real time [6].

Distributed hash tables (DHTS) occupy a special place in decentralized architectures. Algorithms such
as Chord or Bamboo organize a logical space of identifiers, where query routing is performed in O(logn)
logical steps. However, in the physical MANET environment, each logical step translates into 3-5 transit
transmissions over physical radio links. When nodes travel at speeds exceeding 40-60 km/h, routing tables
become outdated faster than the background procedures for stabilizing them can complete, leading to an
exponential increase in the proportion of lost requests [7], [8]. To address these issues, a promising approach
is the transition to semantic standards for context description, specifically JSON-LD (JavaScript Object
Notation for Linked Data) and ETSI NGSI-LD [9]. These standards are based on the concept of a property
graph, where information entities are linked by formalized semantic relationships [10]. This enables
intelligent data fragmentation: critical metadata and semantic relationships can be separated from heavy
static content and replicated with higher priority. In combination with the paradigms of Software-Defined
Networking (SDN) and Software-Defined Storage (SDS), this allows central management of peripheral
memory pools as a single space at the logical level, thereby overcoming the hardware heterogeneity of
mobile platforms.

RESEARCH PROBLEM STATEMENT

A mobile heterogeneous peripheral network is modeled as a dynamic undirected graphG,(t) =
(V(£),E(t)) , whereV (¢) = {vy,v,, ..., v} is the set of mobile and stationary nodes, andE (t) = {(v;, v;)} is
the set of active line-of-sight wireless channels at timet .

Each nodev; € V(t) is characterized by a resource vector:

Ri(8) = (Bi(6), Bma A0s Cis /7 (0, i (8), wi (D), (2)
whereB; (t) is the remaining battery energy level;B,,.x is the nominal capacity;4; is the discharge rate during
computation and transmission;C; is the allocated storage quota within the SDS pooI;Cl.f "¢€(t) is the current
amount of free memory;p;(t) = (xi(t),yi(t)) are the spatial coordinates; andu; (t) = (v,a-(t),vyi(t)) is the

node’s current velocity vector.
Structured data is described using the graph-based semantic model of the NGSI-LD standard:

G, = <VdatarEdata' Pdata'Rdata)' (2)
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where Vy,:4 1S the set of entities;E,:, represents the semantic relationships between entities; Py,+, denotes
attribute properties; andR;,:, consists of metadata for properties and relationships.

The data set is fragmented into discrete information objectsO = {04, 0,, ..., 0,,} . The spatial layout of
an objectoy, is described by a subset of carrier nodesR (o, t) € V(t) .

To predict topology breaks, the expected link lifetime (Link Expiration Time, LET ) between nodesv;
andv; , which share a common antenna ranger , is calculated as follows:

—(ab+cd)++/(a?+c?)r2—(ad-bc)?
LET; ;(t) = / = : ©)

where the relative displacement and velocity coefficients are given by:

a=vi-vy, b=x-x c=vy-vy, d=yi-y; (4)

The intensity of demand for an information object is modeled by the weighted number of requests
(Weighted Access Count, WAC ), which penalizes energy-degraded terminals:

WAC; (t) = AC (t) - (Bi(”)a, (5)

Bmax

whereAC; , (t) is the empirical number of access operations over the intervalAt , anda > 1 is the nonlinear
penalty coefficient.

The lifecycle management of local replicas on nodes is based on the dynamic freshness
coefficientV; (o, t) within the framework of the competitive aging procedure [11]:

Vi(Ok,t) = Vi(okltlast) . e_Y(t_tlaSt) + ll’l(fl (Ok) + 1), (6)

wheret, ¢ is the time of the last request;y > 0 is the time discount factor for value;f; (o) is the frequency of
requests within the windowAt .

The semantic integrity of data received from third-party nodes is verified without transmitting the
plaintext array using an interactive zero-knowledge proof (ZKP) scheme based on a modified Schnorr
protocol [12]:

T —RES = (1, — )M, (7

whereT is the auditor’s challenge;RES is the response from the carrier node;r;, r, are the secret masking
factors of the end terminal; M is a block of structured data.

The global optimization objective is to select a replica placement configurationR (o, t) that minimizes
the total access cost and time delays while guaranteeing the system’s reliability requirements:

i F(0) = TP X WAC,(©) -, min [h(vi,vy) - B+ B - L(virvy)], ®)

subject to the following constraints:
Yoges; Size (o) < G, Vv; € V(2), 9)
Bi(t) = Berir, Vv EV(D),
A() = Amin,  1() Z Inin,
where h(vi,vj) is the path length in physical hops between nodes;E;, is the specific energy per packet

transmission; L(vi,vj) is the end-to-end network delay; f — weighted delay priority coefficient; S; — set of

memory blocksv;; B..;; — critical threshold of residual charge; A(t) andI(t) — system coefficients of
availability and data integrity.

RESEARCH OBJECTIVES AND TASKS

The goal of this work is to improve the availability, semantic integrity, and energy efficiency of
structured data storage in heterogeneous networks with a dynamic structure by developing a hybrid adaptive
replication model controlled by a Deep Q-Network (DQN).

To achieve this objective, the following scientific and applied tasks have been formulated:

— to formalize the access cost objective function, taking into account the resource parameters of mobile
nodes;
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— to develop a method for adaptive data replication and migration in the form of an end-to-end machine
learning pipeline optimized for quantization, deployment, and continuous monitoring of DRL models on
edge devices;

— to justify and develop a DQN neural network topology for adaptive, preventive control of the
placement, migration, and competitive replacement of replicas in a stochastic topological environment;

— to conduct an experimental study of the developed solutions on a simulation platform using
spatiotemporal real-world mobility datasets and compare performance metrics with traditional static
replication and DHT models.

The proposed approach consists of two parts: the development of a model for adaptive replication of
structured data based on a DQN neural network and the LET and WAC metrics, and the development of a
supporting infrastructure that includes a software-defined layer (SDN/SDS), a semantic model (NGSI-LD),
and a machine learning engineering pipeline for deploying the model on edge devices.

METHOD FOR ADAPTIVE DATA REPLICATION AND MIGRATION

To improve the availability, semantic integrity, and energy efficiency of structured data storage in
heterogeneous networks with a dynamic structure, this paper proposes a method for adaptive replication of
structured data. The method involves using a hybrid model of adaptive replication of structured data
controlled by a neural network, which determines replication coefficients and optimal nodes for placing data
copies based on predictions of node trajectories and the level of their hardware and energy resources.

Implementing this method for storing structured data requires deploying a machine learning pipeline
with the addition of a number of auxiliary components to adapt to heterogeneous edge platforms.

1. Architecture of the Edge Machine Learning Pipeline

The machine learning pipeline serves as the engineering foundation for deploying the proposed method
on resource-constrained edge devices. Its effectiveness is confirmed by the following metrics.

In addition to standard operations, the pipeline incorporates the following specialized stages for
structured data processing:

— quantization to reduce resource consumption—specifically, model memory size and inference time—
enabling real-time decision-making without traffic delays;

— data drift monitoring (KS-test) to improve accuracy: automatic triggering of model retraining upon
detection of drift based on the Kolmogorov—-Smirnov criterion (Deric> 0.05).

The pipeline consists of several interconnected processing stages.

1. Telemetry collection and transformation stage (Telemetry system). Local software agents on mobile

devices measure remaining battery powerB;(t) , memory usageCif "¢¢(t) , radio metrics RSSI/SNR, and the
frequency of access to semantic objectsAC;, . These metrics are transmitted to the SDN controller via
lightweight gRPC or MQTT messages at 500 ms intervals. At the SDN level, a Feature Store module (based
on Feast) generates state vectorss, and buffers transitions(s;, a;, ¢, S¢+1) -

2. Continuous Training Pipeline. A centralized or clustered OpenDaylight SDN controller periodically
retrains the D3QN model in the TensorFlow 2.x framework when the PER buffer accumulates more than10°
new transition records. Computational parallelization is provided by Horovod/Ray.

3. Quantization and Peripheral Optimization Stage (Model Compression & Edge Optimization). The
trained neural network is converted using the TensorFlow Lite toolKit:

— full 8-bit integer post-training quantization (INT8) is applied. This reduces the size of the binary
model file by 74.2 % (from 1.18 MB to 305 KB) and lowers the node’s RAM requirements during inference;

— weight pruning is performed, achieving 40% thinning, which minimizes the number of floating-point

operations (FLOPS);

— the model is compiled into the FlatBuffer format, which is compatible with microcontrollers and

lightweight runtime environments (TFLite Micro, ONNX Runtime Edge).

4. Delivery and Deployment Phase (CI/CD Edge Inference). The finished model file is distributed to
edge controllers via automated pipelines (GitLab CI / Docker Registry) and integrated as a decision-making
plugin into Open vSwitch (OVS) switches. The single-pass execution time (inference) of the optimized
model on an ARM Cortex-A53 peripheral processor is 1.8 ms, ensuring timely generation of replication
commands.

5. Data Drift Monitoring Phase (Model & Data Drift Governance). A monitoring system based on
Prometheus and Grafana analyzes the statistical distributions of input state vectorss; . If a discrepancy is
detected using the two-sample Kolmogorov-Smirnov test (D..;; > 0,05 ) between the current distribution of
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speeds/LET and the training sample, data drift is recorded, which initiates an automatic trigger for a model
retraining cycle using current telemetry data.

The architecture of the Edge MLOps Pipeline for the proposed hybrid structured data storage model is
designed to support the full lifecycle of the reinforced deep learning model (D3QN): from the aggregation of
distributed telemetry in a dynamic topology to low-latency inference on resource-constrained edge devices
and automatic retraining in the event of environmental drift.

Fig. 1 shows a structural and functional diagram of the Edge MLOps Pipeline architecture for a hybrid
model of adaptive data storage and replication, presented as interconnected functional blocks and
information flows.
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Fig. 1. Structural diagram of an edge machine learning pipeline
Source: compiled by the authors

The choice of a neural network architecture for managing data replication and migration in dynamic
heterogeneous networks (MANET/VVANET, MEC) is determined by the specifics of the environment: the
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stochastic nature of topology changes, the limited computational and energy resources of mobile terminals,
and the need for real-time decision-making [13].

2. Justification of the neural network architecture for controlling adaptive data replication

The problem of adaptive replication in MANET/VANET belongs to the class of NP-hard problems in
online combinatorial optimization in non-stationary environments.

Classic cache eviction algorithms (LRU, LFU, GREEDY-LET) are based on static rules and reactive
behavior. They are unable to assess the long-term effect of replica migration — for example, the energy cost
incurred now to avoid data loss at some point in the future. Another approach based on integer linear
programming methods requires recalculating the optimum at every step of topology change, which has a
computational complexity of O(2") and is unacceptable for real-time applications (<50 ms). Tabular Q-
learning also has a drawback: it requires discretization of the continuous state space, which leads to the
“curse of dimensionality.”

Decision-making regarding migration, the creation of new replicas, or the displacement of obsolete
objects is formalized as a Markov Decision Process (MDP) [14], described by the tuple(S, A, P, R, YprL) -

The state spacesS is formed by the 8-dimensional vectors, € § , which is continuously generated by the
SDN controller for each objecto, and candidate nodev; :

in LET; ;
B ¢ BIRLETUO a0 h(vyCentery) |Ni(t)] —=———
St = ) ) ) ) VL(Okl t)l ) ) SNRl(t) ) (10)
Bmax Ci LETmax m]aX WACj i hmax |V max

where 2V;(t) is the set of active neighbors of nodev; ; Center, is the topological centroid of a stable cluster,
and SNR;(t) is the averaged signal-to-noise ratio in the communication channels.

The agent’s action spacecA contains 4 discrete control operations:

a® (Hold) — preserving the current storage configuration unchanged;

—a' (Replicate) — replicating the objecto, to the most energy-stable neighboring nodev; € 2V; ;

—a* (Migrate) — proactively moves the replica from the nodev; to the nodev; , followed by the deletion
of the original atv; before the connection is lost;

—a3 (Evict) — forced eviction of the object with the lowest value of the coefficientV;(o,,t) upon
reaching the free memory limitC/™*¢ < ¢, .

The reward function R incentivizes an increase in the probability of data delivery and a reduction in
latency while penalizing energy overconsumption [15]:

R(st,ar) = wy - AA(or) — w, Hoeay) W3 - Eaost(@0) _ W(st, ar), (11)

Lmax Emax

where AA(oy,) is the increase in object availability; L(s;,a;) is the measured access delay; E.,s:(a;) is the
energy cost of radio transmission of blocks, and W(s;, a,) is the penalty barrier function for violating the
conditions B;(t) < By 0orC/ ¢ (t) < 0. The weight coefficients are normalized:w; + w, +ws = 1.
Transition rules and constraints. The transition s— S+1is determined by the stochastic mobility function
of LET nodes, the dynamics of WAC request generation, and the energy costs of radio transmission. If action

adeads to a violation of the constraints (B;(t) < Byt orCL.f "¢€(t) < 0), the state transitions to a terminal

penalty state with the episode reset.
Action Selection Policy and Convergence. The decision-making strategy ise -greedy with decay:

€ = max(emin' Estart * pt)- (12)

The convergence criterion is the stabilization of the averageR payoff over a window of 500 episodes
with a fluctuation of AR < 1% , as well as the minimization of the loss function£(8) < 10™* .

To prevent systematic overestimation of Q-values in a stochastic environment, the Dueling Double
Deep Q-Network (D3QN) architecture is used.

The neural network separates the estimation of the overall value of the environment stateV (s) from the
specific advantage of each individual actionA(s, a) :

Q(s,a;0,ay,B,) =V(s;0,a,) + (A(s, a; 0,B,) — ﬁZareﬂA (s,a’; 0, ﬁa)>. (13)
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where 6 are the generalized parameters of the convolutional/fully connected layers; «, and §, are the
specific weights of the state estimation and preference function flows, respectively.

3. Comparative Analysis of Datasets for Training a Neural Network Model

To ensure high generalization ability and reliability in training the DQN algorithm, a detailed study of
four benchmark spatio-temporal mobility datasets was conducted.

The CRAWDAD epfl/mobility dataset contains the movement coordinates of taxis in the San Francisco
area and is a classic benchmark for routing tasks in highly dynamic VANET networks. Its advantage lies in
the presence of prolonged phases of synchronized movement of vehicle groups along highways, which
allows for the study of the formation of stable spatial clusters. A drawback is the stochastic irregularity of the
timestamps (ranging from 30 to 120 seconds), which required prior spline interpolation of the trajectories to
synchronize them with a simulation step of 500 ms.

The EUA (Edge User Allocation) dataset details the locations of edge servers and mobile clients in
Melbourne’s business district. This dataset is the standard for modeling memory constraints $C _i$ and the
spatial redistribution of computational tasks, but it does not contain direct migration trajectories of D2D
nodes between each other.

The T-Drive dataset covers over 15 million mobility points in Beijing and provides a substantial sample
for offline training of deep neural network layers; however, the average interval between records of 177
seconds obscures the microdynamics of radio interference.

The CRAWDAD roma/taxi dataset records coordinates at a high sampling rate (every 7 seconds), which
enables a direct analytical calculation of the LET;;metric based on the velocity vector; however, the relatively
small number of agents limits the variability of topological scenarios.

For the simulation experiment, the CRAWDAD epfl/mobility hybrid trajectory synthesis was applied,
coupled with a spatial model of peripheral nodes according to the EUA specification.

ORGANIZATION OF EXPERIMENTAL STUDIES
1. Setup of the Simulation Experiment

To experimentally evaluate the effectiveness of the developed hybrid model, a combined simulation
environment was created based on the Mininet-WiFi emulator, the OpenDaylight SDN software controller,
and the TensorFlow neural network module.

The topology includes 50 mobile nodes that interact in direct ad-hoc wireless mode via the IEEE
802.11g/p protocol, with a radio signal transmission radius ofr = 250 m within an area measuring2000 x
2000 m.

The topology dynamics were modeled using a combination of a stochastic Random Waypoint model
and a Manhattan Grid model, with device maximum speeds ranging from 10 km/h (pedestrian movement) to
100 km/h (vehicle movement on a highway). The total volume of the structured semantic repository consists
of 500 NGSI-LD entities ranging in size from 2 to 50 KB.

To ensure high statistical reliability, each scenario was run 30 times, followed by the calculation of the
standard deviation (SD).

The neural network model was implemented using the TensorFlow 2.x framework and has the following
structural parameters:

— Input layer: 8 neurons (normalized state vectors;);

— Hidden layer 1: A fully connected layer with 128 neurons using the LeakyReL U activation function
(a1eqx = 0,01) and a batch normalization layer;

— Hidden layer 2: A fully connected layer with 64 neurons, using the ReLU activation function and a
Dropout layer (p = 0,15 ) to prevent overfitting on monotonous trajectories;

— Value function streamV (s): A fully connected layer with 32 neurons— a linear scalar output of
dimension 1;

— Reward function streamA(s, a): A fully connected layer with 32 neurons— and a 4-dimensional output
layer (corresponding to the number of actions inA ).

Training is based on the Double DQN algorithm with Prioritized Experience Replay (PER). The target
valuey, is calculated by decomposing the action selection and evaluation functions between the main (6 )
and target (6~ ) networks:

ye = R(s¢, a¢) + vpre Q (5t+1' arg ”}f}x Q(ser1,a;6,); et_)- (14)
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Weight updates minimize the Huber loss function:

L(0) = Es,aprs000~01Hs (Ve — Qlse, ar; 0))], (15)
%22, if|z] <6
Hs(z) = , ford=1,0. (16)

S (Izl —%6), otherwise

Parameter optimization is performed using the AdamW algorithm with an initial learning rate ofa;, =
0,0005 , an exponential decay ofn(t) = a;z/v1+ 0,0001 - t , a discount factor ofypg, = 0,95 , and soft
polyacc update for the target networkf~ « 76 + (1 — )6~ with a rate oft = 0,005 at each step. Action
space exploration is ensured by ae -greedy strategy with a decay ofe(t) = max(0,02, 1,0 - 0,995%) .

The configuration and training parameters for D3QN are presented in Table 1. The simulation
experiment parameters are presented in Table 2.

Table 1. D3QN configuration and training parameters

Parameter Value Description / Function
Dimension of the state vector s; 8 Normalized values of the components of the vector s; (10)
Action space cardinality |A| 4 {ay:Hold, a,:Replicate, a,:Migrate, a;:Evict }
Discount factor y,g,. 0.95 Priority of long-term rewards
Initial learning rate a; 5 0.0005 AdamW optimizer with decay 0.0001t
Npgpr 10° aper= 0.6, Prer= 0.4
Batch size 64 Number of iterations per gradient descent step
Estare = 1,0;
€ Greediness Parameters €min = 0,02; | Exploration/exploitation balance
p =0,995
Target network update rate T 0.005 0 «—10+(1-1) 6~

Source: compiled by the authors

Table 2. Simulation experiment parameters

Parameter Value

Mininet-WiFi 2.3.1, OpenDaylight (Helium), Python 3.11 /

Simulation environment TensorFlow 2.21.0

Coverage area / Number of nodes 2000 x 2000 m /N = 50 mobile terminals

Wireless Standard / Frequency IEEE 802.11g/p (DSRC/WAVE), f = 5,9 GHz

ggg\/‘; Communication Range (r ) / Transmitter 250 m /18 dBm (Log-Distance Path Loss Model,n = 3.2)
Channel bandwidth 6 + 54 Mbps (dynamically dependent on SNR)

Mobility dataset / Movement model (f(?(ﬁ\(/r\;l/DSD epfl/mobility + Manhattan Grid hybrid (v =10 +
Number of semantic objects (m ) 500 NGSI-LD JSON-LD files (size2 + 50 KB)

Data query intensity (4, ) Poisson traffic, A = 5 reqg/s per node

Bamboo DHT baseline method conditions Logical ring size:21 ; stabilization timeout:1000 ms ; k = 3
Conditions for the Static Rep baseline method Fixed replica placement (k = 3 ), without migration algorithms

Source: compiled by the authors
2. Assessment of Semantic Integrity and Conflict Resolution

To evaluate semantic consistency, we use the inconsistency coefficient metricD;,.(t) € [0,1] , as
presented in [14].

Conflict scenario and its resolution. When a network segment is isolated, mobile nodes perform local
write operations (“weak” consistency). After connectivity is restored, the SDN controller initiates an
integrity verification procedure via the ZKP protocol (7) and resolves version conflicts based on Conflict-
free Replicated Data Types (CRDT) for graph objects.

Experimental validation. When simulating 50 scenarios involving the disconnection and reconnection of
network segments, the average duration of full synchronization and conflict resolution was420 + 35 mc. The
semantic integrity coefficient after connection restoration reaches100% , and in 98.2 % of cases, the ZKP
audit successfully verified integrity without reanalyzing the entire data set.
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3. Analysis of the Results

Data delivery reliability was assessed using the Data Availability Rate metric, defined as the ratio of the
number of successfully executed requests with ZKP-verified integrity to the total number of requests generated
within a fixed timeout period. The experimental results are presented in Table 3.

Table 3. Evaluation of data delivery reliability using the data availability rate metric

Node Movement Speed | Static Full Replication P2P DHT (Bamboo) Proposed hybrid model
Scenario (%) (%) (%)

10 km/h (pedestrian 87.6 +1.8 92.6 +1.4 97.2+ 0.6

movement, stable

connection)

20 km/h (local mabile 81.7 +2.4 86.3+2.1 96.1+0.8

traffic)

60 km/h (urban traffic) 66.4 + 3.8 62.8+4.2 914 +1.2

100 km/h (high-speed 469 +5.1 411+58 83.9+1.9

highway)

Source: compiled by the authors

Under low-speed conditions (10-20 km/h), all systems studied ensure high data availability (over 81-97
%). However, as speed increases to 100 km/h, the performance of classical approaches deteriorates rapidly:
static replication retains only 46.9 % of successful queries due to replica carriers leaving the range, and the
Bamboo DHT protocol drops to 41.1 % due to the loss of logical pointers in routing tables.

The proposed hybrid model based on DQN and semantic fragmentation maintains an availability rate of
83.9 %. A lower standard deviation (SD = 1,9 % ) confirms the stability of the controller’s decision-making,

as it proactively moves replicas to stable nodes before radio links are physically severed.
The evaluation of other system characteristics during the experiment is presented in Table 4.

Table 4. Evaluation of system characteristics

System characteristic
under investigation

Static Replication

P2P DHT (Bamboo)

Proposed hybrid model

Average data search and
delivery time (ms)

139+ 124

207 £ 18,7

87 + 4,2

Algorithmic complexity
of access

0(1) (local) /oo (gap)

0(logn) logical steps

Virtual0 (1) (SDS)

Service traffic volume 124+1,1 89,6 + 8,4 24,1+ 1,8
(MB/hour)

Average energy Base level (0% ) Savings up to 154+ | Savings up to 30+
consumption for 2,8 % 1,5 %

communication (F )

Number of flash
memory rewrite cycles

100 % (LRU baseline)

135 % (degradation)

50% (competitive
aging)

Response time to
physical link failure

Re-initiation (> 1200
ms)

DHT recalculation (>
500 ms)

SDN switching (< 15
ms)

Source: compiled by the authors

An analysis of timing metrics shows that the Bamboo DHT protocol introduces significant delays
(averaging 207 ms) due to the need to sequentially query intermediate nodes.

In the proposed model, the response time is reduced to 87 ms (a 58.0 % improvement), since the SDN
controller has global information about the topology and routes the request directly to the physically closest
carrier node.

The volume of service traffic in the developed model is 3.7 times lower than in DHT (24.1 MB/h versus
89.6 MB/h), since telemetry is transmitted centrally with a 500-ms sampling interval, rather than through
continuous broadcast exchange of state tables.

The energy savings of the proposed model reach 30.0 % compared to static schemes thanks to the use of
the “WAC ” metric, which prevents the transmission of replicas to nodes with low residual charge.

Engineering, automation, and computer-integrated systems

ISSN 2522-1523 (Online) 393



Bilenko A. O., Chmelevskyi A. M. / Informatics. Culture. Technology. 2026; Vol. 3, No. 1 (3): 385-396

Furthermore, the use of the competitive aging algorithmV; (o, t) reduces the number of write cycles to
the flash memory of mobile devices by 50.0 % compared to greedy strategies such as LRU, which
significantly extends the service life of hardware storage devices.

A study of the method’s robustness as node density varies fromN = 20 (sparse network) toN = 100
(high-density network) showed that the proposed model maintains data availability above78,5 % even under
low-density conditions, whereas Bamboo DHT degrades to 34, 2% . As the query load increases from A=1 to
A=203am/c , the average search time in the proposed model increases by only14,2 % (from81 mc t092,6 mc ),
which indicates high algorithmic scalability.

DISCUSSION OF RESULTS

The gains achieved in terms of availability, latency, and energy efficiency can be attributed to three
main architectural and algorithmic factors:

Software-Defined Storage (SDS). Abstracting the heterogeneous memory of physical nodes into a
virtualized pool allows the SDN controller to route requests along optimal physical paths with the
algorithmic complexity of a virtualO (1) , eliminating the need for multi-step logical transits in P2P DHTSs.

Neural network-based mobility prediction via D3QN. The use of the expected link lifetime metric (LET)
and the weighted access coefficient (WAC) enables the agent to initiate the migration of semantic objects
preemptively, before the actual failure of the wireless channel.

A two-level semantic consistency model. The introduction of the concept of bounded inconsistency, with
transactions classified as “strong” (within stable clusters) and “weak” (in disconnected domains) allows
mobile applications to continue operating without interruption during temporary isolation of segments, with
guaranteed deferred restoration of global consistency via ZKP audit.

The applicability of the proposed model is limited by network density parameters and the frequency of
telemetry generation. The model demonstrates maximum efficiency when node density is at least 3—4
neighbors within each terminal’s coverage radius (|V;| = 3).

In critically sparse environments (Delay-Tolerant Networks, DTN scenarios), the performance of the
DRL agent deteriorates due to the lack of available alternative carriers for preventive migration, which
necessitates a transition to adaptive epidemic routing protocols (Spray-and-Wait).

A comparison of the obtained results with current global research in the field of MEC confirms that the
implementation of a combined approach integrating spatial mobility and DRL reduces information delivery
delays by 17-25 % compared to non-integrated caching models, while ensuring high resilience to topological
fluctuations.

CONCLUSIONS

This work addresses the scientific and applied problem of improving the availability, semantic integrity,
and energy efficiency of structured data storage in heterogeneous networks with dynamic structures by
developing a hybrid adaptive replication model controlled by a Deep Q-Network.

The topology of the Dueling Double Deep Q-Network with Prioritized Experience Replay, the Adamw
optimizer, and the Huber loss function has been theoretically justified, allowing to optimize the lifecycle of
replicas while accounting for the residual energy of devices, the expected link lifetime LET, and the demand
profile WAC.

A peripheral machine learning pipeline has been designed that provides automated quantization of a
neural network to the TFLite INT8 format (with a 74.2 % reduction in size to 305 KB and an inference time
of 1.8 ms on the ARM architecture), as well as tracking data drift using the Kolmogorov—-Smirnov test.

Numerical and experimental studies confirmed that the proposed model maintains a data availability
rate of 83.9 % at node movement speeds of up to 100 km/h (compared to 41.1% in DHT Bamboo), reduces
the average search time from 207 ms to 87 ms (by 58.0 %), reduces communication energy consumption by
30.0%, and decreases the number of storage rewriting cycles by 50.0 %.

A promising direction for further research is scaling the developed methods based on Federated Multi-
Agent DRL to eliminate the need for centralized telemetry transmission to SDN controllers and integrating
the architecture into wireless networks.
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AHOTAILIA

AKTYyaJBHICTh JOCHTI/DKEHHS TIOJSTAaE y PO3B’S3aHHI NMPOTHUPIYYS MiXK 3a0e3MEeYeHHSIM BHCOKOI JOCTYIHOCTI Ta IIiTiCHOCTI
iHpopMarii i 0OMEXEHHSIMHU PecypCiB (€HEproCIoXHBAHHS, 00CAT ITaMm’siTi, CMyra MpOITyCKaHHs) MOOUTFHHX TepMiHANIB B yMOBax
CTOXaCTHYHO 3MIHHOI TOIOJIOTiI reTeporeHHoi Mepexi. TpaauiiiiHi mIXoqu Ha OCHOBI PO3MOMIICHUX XEII-TaOJUIlb, CTATHYHOI
perutikamii Ta NoSQL-cxoBumy oOMekeHi BUCOKMMHI HaKJIaHUMH KOMYHIKaI[lHHIMHI BUTpaTaMy, JeTrpajallic€lo MapuIpyTusamnii mpu
YaCTHUX PO3PUBAX 3B’S3Ky Ta HE3JATHICTIO JO MPEBEHTHBHOIO MPOTHO3YBaHHS MHAMIKA OTOYEHHs, 1[0 OOYMOBIIOE PO3POOKY
e(eKTUBHOTO MaTeMaTHYHOTrO0 Ta NPOrpaMHOro 3abes3nedeHHs sl 30epe)KeHHsS CTPYKTYpOBaHMX [aHUX. MeTol podoTH €
ITiIBUIIEHHS JOCTYIMHOCTI, CEMaHTHYHOI LIUIICHOCTI Ta eHeproe()eKTUBHOCTI 30€pEeKEHHS CTPYKTYPOBAHHUX JIAHHX y T'€TePOreHHHUX
Mepexax 3 JMHAMIYHOK CTPYKTYPOIO IUISXOM PO3BHTKY TiOpHAHOI MOJeNi ajanTHBHOI perutikaiii mig ynpaBiaiHHAM HEHpOHHOI
mepexi Deep Q-Network. JInst 1OCATHEHHS L€l METHM HOCTABJICHO Taki 3aBAaHHsS: (OpMayi3yBaTH LUIOBY (YHKIIIO BUTpaT
JOCTYITy 3 YpaxyBaHHSM PECYpCHUX IapaMeTpiB MOOUTBHMX BY3JIB; PO3POOUTH METO]| afalNTUBHOI peIUIliKalii Ta Mirpamii JaHux y
BUIJIs/Ii KOHBEEPA MAIIMHHOTO HABYAHHS, ONTHMI30BAHOTO [UISl PO3TOPTAHHS Ha MeprepiiHUX MPHCTPOSX; PO3POOHTH TOMOIOTIF0
HeliponHoi Mepexi Deep Q-Network mis ajanTHBHOrO YIpaBIliHHS PO3MIIIEHHSM, MIrpalli€l0 Ta KOHKYPEHTHUM 3aMillleHHSIM
PEILTiK y CTOXaCTUYHOMY TOIMOJION YHOMY OTOYCeHHI. MeTou A0CaizKeHHsl 6a3yr0ThCs Ha TEOPii MapKOBCHKHX MPOLIECIB MPUAHSTTS
pillieHb, aMropuT™Max TITMOHHHOTO HABYAHHS 3 MiKPIIUICHHSAM Ta METOAX MAaTeMaTHYHOI CTAaTUCTHKH U aHamizy Ipeidy daHuX.
PesyapTaTaMu poGotm € Qopmamizaimiss MeETOLy aNanTHBHOI peIuTikauii CTPYKTYpOBaHHX MJaHHX IIiJi KepiBHULTBOM
HEeHpOMEepe)XeBOi MOJIEIIi 3a KPHUTEpiAIMH OUYiKYBAaHOI'O 4acy >KUTTS KaHally 1 3BaXCHOTO IOMUTY, a TAKOX PO3poOKa KOHBeepa
MAlIMHHOTO HaBYaHHS, 3 BUKOPHCTAHHIM aIrOPUTMIB IJTMOMHHOIO HaBYAHHS 3 MiJKPIIUICHHAM, ONTHMi30BaHOTO Ul PO3rOpTAaHHS
Ha nepu(epiiiHuX NpucTposix. ExcriepuMeHTanbHe TOCIiKEHHsT pO3pO0JICHUX pillleHb Ha iMITAlliiHOMY CTEH[I i3 BUKOPHCTaHHIM
MPOCTOPOBO-YACOBHX JATACeTiB peaibHOi MOOITBHOCTI JOBENO, IO 3alpOINOHOBAHUI METON YTPUMYE KOe(]iLi€HT YCHiITHOCTI
JOCTaBKH 3aIMTiB Ha PiBHI BICIMIECST TPH LIJIUX AEB’Th IECITUX BiJCOTKA MPU MBUAKOCTI PyXy BY3JIiB 10 CTa KM/T0J (IOPiBHSHO 3
COpOKa IIicTbMa LIJIMMH JI€B’ATbMa JAECATHUM BiJICOTKA YIS CTATHYHOI perulikamii Ta cCOpoKa OIHHUM LIIMM OAHHMM JIECATHM BiJICOTKA
st Bamboo DHT), ckopodye cepenHiii yac MOIIyKy Ha ITSITACCAT BICIM BiJCOTKIB (3 ABOXCOT CEMH MIiJiCEKYHI IO BiCIMIECATH
CeMHU MINICEKYH/T), 3HIDKYE EHEprOBUTPATH KOMYHIKAIlii Ha TPUALLITH BiJCOTKIB Ta 3MEHINYE KINBKICTh LHUKIIB IEpe3arucy
HAKONU4YyBa4iB Ha IISATACCAT BiACOTKIB. OTpHMaHi BHCHOBKH IIiATBEPIDKYIOTh BHCOKY e(eKTHBHICTh 3actocyBaHHs DRL-
opkecTpauii s 3a0e3neYeHHs PeKUMY KOHTPOJIbOBAHOI HEY3IOKEHOCTI B YMOBaX MPOCTOPOBOI 130JIsLlii MEPEKEeBUX CErMEHTIB.
HaykoBa HOBH3HA OTPUMAaHUX PE3y/IbTATIB IOJIATa€ y PO3BUTKY METOMY aJalTUBHOI PEIUTKalii CTPYKTYpOBAaHHMX JaHUX Y B
reTepOreHHNX MEepexax 3 ANHAMIYHOI CTPYKTYPOIO IIUIIXOM HEHNEepPEepBHOro BU3HAYCHHs KoedillieHTa perutikalii Ta onTHMaJIbHUX
BY3JiB PO3MILICHHS KOMil JaHMX Ha OCHOBI IPOrHO3YBAaHHS TPAEKTOPiH BY3JIB 1 PiBHs TXHIX amapaTHO-EHEPreTUYHHUX PECypCiB.
[MpakTuyHe 3HAYCHHS NOJATAa€ B aJaNTallii ONTHMI30BAaHOrO KOHBEEpAa MAIIMHHOIO HAaBYaHHS, IO YMOXJIMBIIIOE Oe3rocepenHe
BIIPOBA/DKCHHST MOJENli B aBTOHOMHOMY TPAHCIOPTi, CEHCOPHHX MeEpPEeKax MOHITOPUHTY OBKULISL Ta CHCTEMax EKCTPEHOro
pearyBaHHsI.

KuouoBi ciioBa: posnonineHi cucremu; nepudepiitHi oOurcieHHs; MOOUTBHI crieniani3oBaHi MEpexi; CTPYKTYpOBaHi JaHi;
aZlafTHBHA PEIUTiKaIis
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