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ABSTRACT

This paper considers the problem of determining the recovery sequence for critical components in a mobile platform-based
information system under budget constraints and functional dependencies. The study aims to enhance the justification of priority
recovery decisions by accounting for both direct and group recovery effects. A normalized, bounded, and monotonic set function is
formulated to represent the increment in the integral survivability index. The aggregate recovery outcome is distributed utilizing the
Mobius transform and component contributions derived from cooperative game theory. The proposed methodological improvement
involves applying this mathematical framework to a residual increment function, which is recalculated after each completed recovery
action. This approach accounts for previously implemented direct and group effects, preventing their redundant attribution.
Component priority is determined based on the lower estimate of the residual contribution, along with normalized resource, time, and
communication costs. To reduce the computational burden, the decomposition is localized to connected subsets of the active
dependency graph by constraining the maximum interaction order and controlling the approximation error. A reproducible simulation
experiment was conducted for additive, overlapping, synergistic, and mixed component-interaction scenarios across various available
budget levels. The results demonstrate the superiority of utilizing residual component contributions in the presence of pronounced
group interactions and confirm a substantial reduction in the number of evaluated subsets due to localization. The study identifies
applicability limitations related to the completeness of the dependency graph, the accuracy of the evaluation function, the single-
resource nature of the simulation experiment, and the necessity for further validation on a physical mobile platform.
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Relevance. Mobile-platform-based information systems (MPIS) operate under conditions of
variable availability of computational [1], energy [2], and network resources [3], intermittent
connectivity [4], and time constraints on the execution of control actions [5]. Functional
impairments of individual components and variations in their interaction parameters can cause a
reduction in the availability of critical services [6]. Under conditions of platform resource
deficiency, the complete recovery of an MPIS is often impractical; thus, it is necessary to identify
components whose recovery ensures the functional capability of the MPIS.

Research in this domain encompasses resource state prediction [7], joint optimization of service
placement and computational resource allocation [8], and service instance migration [9]. A distinct
area of focus includes methods for evaluating the structural importance of components in
interdependent subsystems [10], detecting dependencies between microservices [11], and localizing
the sources of functional anomalies [12], [13]. While these approaches enable the identification of
critical nodes, dependencies, and potential anomaly sources, they fail to distribute the aggregate
recovery outcome among interdependent components.

When establishing a recovery sequence, merely accounting for local deficits, structural
significance, or the isolated outcome of a single action is insufficient. The recovery outcomes of
components may mutually amplify, substitute for one another, or partially overlap. In such cases,
the independent evaluation of each component leads to the redundant attribution of the shared
outcome or the underestimation of group effects. Shapley values and interaction indices [14]
provide the mathematical foundation for distributing the aggregate outcome; however, their
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application to the priority recovery of information system components requires specific
formalization.Consequently, the relevance of this study is driven by the need to rigorously
determine the recovery sequence for interdependent critical MPIS components under resource and
time deficits, where local evaluations fail to reflect their aggregate impact on system survivability.

Aim of the Study. The aim of this study is to develop a priority recovery method for critical
MPIS components by decomposing the integral survivability index increment into direct and group
components, determining the residual contribution of each component after preceding recovery
actions, and formulating a recovery sequence under constrained resource and time budgets.

To achieve this aim, the following tasks must be completed: formulate a conditional recovery
outcome function and perform its balanced decomposition; determine the average marginal and
residual contributions of critical components; develop a prioritization rule with computational
localization and error estimation; and experimentally demonstrate the efficacy of the proposed
method in comparison to baseline recovery sequencing approaches.

Baseline Provisions and System State Formalization. Consider an MPIS whose component
structure is defined by a finite set:

C = {Cll C2y v, Cn}: (1)

where ¢ represents components — which can encompass software modules, processes, services, data
elements, and resource provision facilities — the state of which directly affects the execution of
critical MPIS functions.

The set of critical components is defined as C¢ € C. The current state of the MPIS at time t is
specified by the vector:

J_C)(t) = (xl(t)IXZ (t), ...,Xn(t)), xi(t) € Xi' (2)

where X; is the set of admissible states for component c;.

For each component (1), a normalized functional capability indicator q;(x;) € [0,1] is
introduced, characterizing the degree to which it performs its designated functions in state x; (2).
The value g; = 1 corresponds to the nominal state of the component. A decrease in this indicator
reflects a partial degradation or loss of component operability.

The set of critical components requiring recovery in the current state is defined as:

F(x) ={c; € C:q;(x;) < q'}, (3)
where qu is the minimum admissible level of the component's functional capability. Set (3) may
include completely inoperable components, as well as components whose state fails to meet the
established requirements.

The functional dependencies of the MPIS are defined by an active directed graph G, = (C, E,),
where the presence of a directed edge (ci, cj) € E, signifies that the functional capability of
component ¢; depends on the state of component ¢;. The composition of set E,, may change due to
failures, reconfiguration, the execution of recovery actions, and similar factors.

The survivability of the MPIS is evaluated using the integral index S(x) € [0,1]. Its value
increases as the MPIS's capacity to perform critical functions improves. The integral index serves as
the baseline evaluation function, formulated by accounting for the state of data, processes, services,
and resource provision. The method for constructing this index for an MPIS is provided in [15].

For each component c; € F(x), a recovery action R;, is specified; its execution transitions the
component into an admissible or nominal state. The action is characterized by resource costs r;,
duration 7;, and the data volume g;, required to synchronize the recovered state of the component.
The admissibility of an action is determined by the available MPIS resources, the time budget,
connectivity parameters, and the conditions for correct recovery completion.

Let A S F(x) be an arbitrary set of components subject to recovery. Let x# denote the
conditional state of the MPIS following the recovery of the components in set A, assuming the
states of the components in F(x)\A remain unchanged. This representation serves as the foundation
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for evaluating the outcomes of individual and joint recovery actions, as well as for the
decomposition of the integral survivability index increment.

Formulation of the Integral Survivability Index Increment Function. To quantitatively
evaluate the impact of recovery actions on MPIS survivability, an integral survivability index
increment function is introduced, defined on the power set of impaired critical components:

v: 2F®) - R, (4)

For an arbitrary set A € F(x), its value is defined as the increment of the integral survivability
index following the completed recovery of the components in set A:

v(4) = S(x?) — S(x). (5)

State x4 is established after the execution of the respective recovery actions, the completion of
the necessary data synchronization, and the transition of the recovered components into a
functionally admissible state. Intermediate states during action execution are not accounted for in
the value of v(4). For an empty set, it is assumed that v(@) = 0.

The function v(A) (5) characterizes the system-wide recovery outcome driven by state changes
in critical services, processes, data, and resource provision. Subsequent formalization relies on the
assumption that the completion of an admissible recovery action neither degrades the functional
capability of the recovered component nor impairs the state of other components, and that the
integral index S(x) is non-decreasing with respect to the indicators g; (x;).

Therefore, for arbitrary sets A € B € F(x), the following holds:

Sx)<S(xH <SxB) <1,
whence
0 =v(P) <v(4) <v(B) <1-S(x).
Consequently, the increment function v(4) (5) is a normalized, bounded, and monotonic set
function. These properties validate its domain-specific interpretation as the integral survivability

index increment resulting from completed recovery actions.
The outcome of the individual recovery of component c; is determined by the value:

v({c:}) = S(xt) — S(x), (6)

which characterizes the integral survivability index increment (4) provided that solely component c;
is recovered. This evaluation excludes the influence of recovering other components.

To determine the outcome for component ¢; given the prior recovery of the components in set
A, a marginal increment is introduced:

4;(A) =v(AU{c;}) —v(A) = S(xVd) — s(x4). (7)

According to (7), the value 4;(4) depends on the composition of set A. Therefore, a component
may Yyield a substantial outcome during individual recovery, yet provide only a minor increment
following the recovery of a functionally similar component. Conversely, its recovery may establish
a prerequisite for the functioning of dependent components.

For components ¢; and c;, the pairwise interaction component is defined as follows:

Iij = v({ci 1) — v({e) — v({c;})- (8)
According to (8), I;; > 0 indicates that the outcome of the joint recovery of the components
exceeds the sum of their individual recovery outcomes. For I;; < 0, the joint outcome is less than
the sum of the individual outcomes, a condition potentially caused by functional overlap or
component interchangeability. For I;; = 0, pairwise interaction is absent.
Consequently, function (5) enables the comparison of individual and joint recovery outcomes;
however, it does not delineate the specific contribution of each component to the aggregate
increment.
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Decomposition of the Integral Survivability Index Increment. To distribute the aggregate
recovery outcome among individual components and the results of their interactions, the Mobius
transform of the set function v(A4) is utilized, the components of which correspond to Harsanyi
dividends in cooperative game theory [14].

For each non-empty subset B € F(x), the increment component is defined as follows:

m(B) = Yacp(—1)FI7Mly(4). 9)

Within the proposed method, this mathematical framework is applied to the recovery outcomes
of interdependent critical components and, subsequently, to the residual increment function, which
is recalculated after each executed recovery action.

According to (9), the value m(B) defines the irreducible component of the integral survivability
index increment driven by the joint recovery of the components in set B and not accounted for by
the components of its proper subsets.

For a singleton set, the following holds:

m({c;}) = v({c;}),

thus, the component m({c;}) corresponds to the integral survivability index increment resulting from
the individual recovery of component ¢;.
For a pair of components, the pairwise component takes the form:

m({ci 1)) = v({ci. o)) —ve) —v({c;}),
which aligns with the joint outcome evaluation introduced in formula (8).
For three components, the group component is defined as:

m({ci.c;,c}) = v({ci, ¢, cr}) —v({ci ¢i}) —vei ed) —v({ci ) + v{ei) +v({c;}) + v{ed),

enabling the isolation of the outcome generated by the joint recovery of three components that
cannot be reduced to direct and pairwise components.

The sign of the value m(B) characterizes the direction of the irreducible interaction of the
components in set B relative to the outcomes already accounted for by its proper subsets. The value
m(B) > 0 signifies that the increment from the joint recovery of the components exceeds the sum of
lower-order components, which corresponds to a positive group interaction. The value m(B) < 0
denotes that the joint increment is less than the outcome formulated by lower-order components,
which may be caused by functional overlap, component interchangeability, or the utilization of a
shared reserve. When m(B) = 0, an additional interaction of order |B| is absent.

A positive value of v(4) does not necessitate that all components m(B) be positive. The
recovery of a set of components may increase the integral survivability index despite the partial
overlap of local outcomes. Therefore, ranking solely by the values of v({c;}) can overestimate the
expected recovery increment.

For set A € F(x), the increment function is reconstructed using the introduced components:

v(4) = Xpepcam(B). (10)
For the complete set of impaired critical components, the following identity holds:
U(F(x)) = Xpxpcrx) m(B). (11)

The balance identity (11), taking (10) into account, ensures the exact alignment of the
aggregate integral survivability index increment with the sum of direct and group components,
preventing both the loss and redundant attribution of the outcome.

Determination of Component and Residual Contributions. The components m(B)
characterize both direct and group recovery outcomes. To establish priorities, the share of the
aggregate integral survivability index increment attributable to each component is determined. The
group component m(B) is distributed equally among the components of set B.

The component contribution of component ¢; € F(x) is defined as follows:
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B
¢i(F) = Xpcr) %- (12)
C;€EB
According to (12), the contribution ¢;(F(x)) encompasses the direct outcome m({c;}) and the
shares of all group components that include component c;.
An equivalent representation corresponds to the average marginal contribution of the

component across all possible recovery sequences:

$i(F()) = Tacroone) = (4 U {e}) — v(A)]. (13)

The weighting coefficient in formula (13) equals the proportion of recovery sequences in which
the components of set A precede component c;. Therefore, ¢;(F(x))c; accounts for the dependency

of the component’s outcome on the composition of the previously recovered set.
For component contributions, the property of allocation completeness holds:

Ycicrx) Pi(F (%)) = v(F(x)). (14)

Relationship (14) indicates that the aggregate integral survivability index increment is
thoroughly distributed among the components without loss or redundant attribution of group
outcomes.

If ¢;(F(x)) >v({c}), the amplification of the component's outcome due to interactions with
other components prevails. If ¢;(F(x)) < v({c;}), a portion of its individual outcome overlaps with
the outcomes of other components.

Following the execution of the first recovery action, the initial contributions lose their
relevance, as a segment of the direct and group outcomes has already been implemented. LetR <
F(x) denote the set of recovered components. For the remaining components, a residual function is
introduced:

vp(4) = S(xRYY) — S(xR), A S F(x)\R. (15)
Here, vz(®) = 0. Given the conditions introduced for the function v(A4), whereA € B <
F(x)\R, the inequality S(x®) < S(xRY4) < S(x®Y5) holds, yielding:
0 = vg(@) < vgr(A) < wvr(B) < 1—SKR).

Thus, the residual function (15) preserves the normalization, boundedness, and monotonicity of
the initial increment function, identifying the outcome that remains attainable following the
recovery of set R.

The residual group components are defined as:

mg(B) = Tacp(—1)'""¥lug(4), @ # B < F(x)\R. (16)
The residual contribution of an unrecovered component c; takes the form
dF = Ypcreo\R mﬁ;f). (17)

C{EB

For the residual contributions (16) — (17), the balance equality also holds:

Yeeraor OF = S(xF®) — S(xR). (18)

Consequently, ¢R characterizes the portion of the integral survivability index increment
accessible post-recovery of set R. Recalculating the residual contributions accounts for previously
implemented outcomes, preventing their redundant attribution when formulating the subsequent
recovery sequence (18).

Priority Recovery Rule. Let R, < F(x) denote the set of recovered components at the k-th
step, with R, = @. The remaining resource, time, and communication budgets are denoted by =, Ty
and 7, respectively.

The set of components whose recovery is feasible in the current MPIS state is defined as:
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L = {c; € FOO\Rk: 1y < iy, Ty < T, g1 < Vi xi(xF) = 13, (19)
where y;(x®x) is the indicator of compliance with the prerequisites and stable conditions for
completing the recovery action.

In (19), the value y; = 1 signifies that the action can be executed in the current state of the
MPIS.

Since resource costs, action duration, and data synchronization volumes utilize differing units
of measurement, a normalized cost evaluation is introduced for the recovery of each component ¢; €
L

®) _ T Ti gi
d; —/1T5+/11T—k+/19r—k, (20)
where 1,,1;, 2, > 0 are weighting coefficients satisfying A, + 1, + 1, = 1.

The coefficient values in (20) are established based on the prioritization of resource, time, and

communication costs within the current MPIS operating mode.

In the presence of state or integral index evaluation errors, the lower bound of the residual
contribution is employed:

o = —nl, (21)

where éf" is the calculated estimate of the residual contribution, and ni(k) > 0 is the upper bound of
the absolute error of ¢* (for exact evaluation, n™ = 0 is assumed).

L

The priority index for the component's recovery is determined as follows:

R
k maxi0, ?i
P = % ¢; €I} (22)

The value Pi(") serves as a local estimate of the viability of recovering the component at the k-
th step and does not predetermine the outcome of the entire sequence. The priority index (22) is
defined as the ratio of the component's residual contribution lower estimate (21) to its normalized
recovery costs. Since every recovery action entails resource, time, or communication costs, dl.(") >0

holds for all admissible actions. A higher value of Pi(k) corresponds to a component offering a
greater residual contribution at lower normalized costs.

The target component for priority recovery is identified by the rule:

- (k)
iy =arg imglgck}’i . (23)

The rule (22)-(23) implements the sequential selection of the component with the maximal ratio
of the residual contribution lower estimate to normalized costs within the current MPIS state. This
ensures the feasibility of each selected recovery action, as the ranking is restricted to the set I;.
However, it does not guarantee the global optimality of the generated sequence for an arbitrary non-
additive increment function and multi-dimensional budget constraints. The degree of proximity of
the achieved outcome to the exact optimum is evaluated experimentally.

In cases of identical priority values, preference is assigned to the component with the higher
¢ value. If these values also match, the action demanding the shortest execution duration is
selected.

Following the completion of the recovery action, the set of recovered components is updated:

Rirr = Re U {cy ), (24)
and the remaining budgets are updated as:
Eer1 =8k~ T =T — Ty Vigr = Vie — Gy

For the new state x®«+1 , the active dependency graph, the residual function v, , . (4), the group
components, and the component contributions are recalculated. As a result of this update (24), the
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outcome achieved after the recovery of component ¢; is not redundantly attributed when
calculating the priorities for subsequent actions.

The procedure terminates upon fulfilling one of the following conditions:

SRy >8¢, L,=0, maxPi(k) = 0. (25)
Ci€l

In conditions (25), S¥ denotes the required level of the integral survivability index. Under
localized decomposition, termination based on zero priorities is permissible only after verifying the
sufficiency of the adopted depth for accounting for group interactions.

Localization of Decomposition and Error Estimation. A complete decomposition of the
residual function requires evaluating the recovery outcomes across all subsets of unrecovered
components. For g unrecovered components, the number of non-empty subsets equals 29 — 1, which
restricts the application of exhaustive computation in real-time operations. To curtail computational
costs, the decomposition is localized using the active dependency structure and the maximum order
of accounted interactions.

At the k-th step, the set of unrecovered components is defined as U, = F(x)\Ry, while the
active dependencies among them are specified by the induced graph G, = G, [U].

Group components are considered for components structurally linked within the active graph. If
G, accurately reflects all functionally significant dependencies, for an unconnected set B < U, it is
assumed that mg, (B) = 0.

For a stipulated decomposition order h, a collection of connected subsets is introduced:

@) = (B € Uy: G[B] is connected, 1 < |B| < h}. (26)

According to (26), at h=1, direct recovery outcomes are accounted for, whereas at h=2, both
direct and pairwise interactions are considered. Augmenting h facilitates the inclusion of higher-
order group components.

The approximate value of the residual function for set A < Uy, is determined as:

ﬁRk,h(A) = ZBE'P;Sk) mRk (B) (27)
BCA
Based on (27), the approximate residual contribution of component ¢; € Uy, is formulated as:

mRk(B)

qgf%’t(:ZBewlfk) Bl (28)

ciSB

The error in reproducing the aggregate residual outcome is determined by the formula:
&r” = |vr, (U) = O, (U (29)

The relationship (29) quantifies the segment of the aggregate survivability increment neglected
at the assigned decomposition order h.

To prevent the underestimation of error due to the mutual compensation of positive and
negative components, a theoretical upper bound is applied:

k k k
E® =% ey, |ma,B)], & <E®. (30)
G |B| is connected
|B|>h
To estimate the bound (30), the total absolute magnitude of components of order s is defined
as:

k
ME =% seue  |mg(B)| (31)
Gil|B| is connected
|B|=s
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If the condition Ms(?l < pM{® (where 0 < p < 1) is satisfied for higher-order components, the
upper bound of the residual error (30) is evaluated as:
EM < Moy
1-p
In (31), the value p is specified as the upper bound of the ratios Ms('j)l/Ms(k), established for the
corresponding MPIS class based on the outcomes of preliminary cycles or simulation research. If
the decay condition is not satisfied, the value of h is incremented.
The error of the approximate component contribution is constrained by the relationship:
(k)
R 7R E
|¢i - ‘ibi,/ﬂ = /11_1’
given that every unaccounted component is distributed among at least h+1 components.
The estimate on the right side of (32) is incorporated into the value ngk) when computing the
lower estimate of the residual contribution utilizing formula (21).

The maximum interaction order h is selected subject to the condition E,(lk) <9, where 9
denotes the admissible localization error. If the discrepancy between the two highest approximate
contributions fails to exceed 2E,(l")/(h + 1), the value h is incrementally elevated until the priority
component is unambiguously identified.

In the worst-case scenario, the number of evaluated subsets does not exceed:

n (Ul

(1),
which, for a fixed modest h, is substantially less than 2!V« — 1. For sparse graphs, the quantity of
connected subsets is curtailed even further. Consequently, localization mitigates the computational
burden while maintaining a controlled error bound for component contributions.

Implementation Features and Properties of the Method. The input data for the method
encompass the current MPIS state x, the set of impaired critical components F(x), the active
dependency graph G,, the integral survivability index S(x), recovery action parameters, initial
budgets =,, T,, Y,, the required level ¥, and the admissible error 9. The output is an ordered
sequence of component recoveries and the set of actions whose execution is feasible within the
existing constraints.

The method's implementation entails the following stages:

1. Assume R, # @, identify the set of unrecovered components U, = F(x), and set the initial
maximum interaction order to h=1.

2. At the k-th step, using state x®x, refine the active graph G, remaining budgets, and the set of
admissible components I}, (19).

3. For subsets B € llf,fk), compute the values of the residual function and group components:

mRk(B) = URk(B) — Xp+AcB mRk(A)'
Using formula (28), the approximate residual contributions are determined. The lower estimate
of the contribution is formed via (21), ensuring that r;i(k) encompasses both the state evaluation error
and the localization error bound E,E")/(h + 1).

4. If the condition E( < remains unmet or the error obscures the unambiguous identification
of the priority component, increment h. Otherwise, employ formulas (22) and (23) to select the
component with the highest priority and execute the corresponding recovery action.

5. Following action completion, update set R,.,,, remaining budgets, system state, and the
active dependency graph. Residual contributions are recurrently calculated for the new state,
preventing the redundant attribution of previously implemented outcomes.

6. The computation terminates upon fulfilling any condition in (25). The finalized sequence
takes the form:

(32)
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IT = (cigs Ciys oo Cige_y ) K S IF @I,

The proposed method inherently possesses the property of balance consistency. Under localized
decomposition, the deviation of the sum of approximate component contributions from the
aggregate residual outcome is confined by the magnitude:

R Kk
R, (Uk) = Zciev, Pif| < E;g .

The feasibility of the resultant sequence is guaranteed by restricting component selection
strictly to the set I;,. The operational finiteness follows from the expansion of set R, by exactly one
component after each executed action; thus, the total step count never exceeds |F(x)].

Through localization, the volume of evaluated subsets equates to:

N = |Bh(k)| < Zh=1(|lik|),

which, for a fixed small h, is substantially less than 2!Vl — 1. For a sparse graph, the computational
load is additionally reduced by excluding disconnected subsets.

Experimental Evaluation of Method Efficacy and Computational Complexity. To validate
the proposed method, a reproducible simulation experiment featuring nine critical components was
conducted. An additive scenario, a functional overlap scenario, a mutual synergy scenario, and a
mixed scenario were investigated. For each scenario, 100 independent implementations were
generated. The variability sources included the weights of critical services, the mapping between
services and components, the composition of functional interaction groups, and component
recovery costs. The pseudo-random number generator was initialized with the seed 20260715.

In the additive scenario, each component corresponded to an isolated service, with no group
outcomes present. In the overlap scenario, each component provided between two and four services
shared with the outcomes of other components. In the synergy scenario, groups of two or three
components were assembled, whose joint recovery generated a supplementary increment in the
integral survivability index. The mixed scenario simultaneously incorporated service overlap and
positive group interactions. Edges in the dependency graph were established between components
that delivered a shared service or belonged to an identical synergy group.

Recovery costs were assigned integer values ranging from 1 to 10. The analyzed budgets
equaled 25 %, 40 %, and 55 % of the cumulative recovery costs for all components. Consequently,
the simulation experiment verified a single-resource specific case of the generalized rule (20),
where resource, time, and communication costs were represented by an aggregated surrogate cost
a;.

For each implementation and specified budget D, the exact benchmark outcome was extracted
via an exhaustive search of admissible subsets:

A" =arg ArgFa(gg) v(4).
ZCiEA aiSD
For the set Aj; generated by the proposed algorithm, normalized efficacy was evaluated as:

_ v(Am)
n v(4*)’

while the relative deviation from the exact benchmark outcome was defined as: gapgy = 1 — 1.

Values of ny =1 and gapy = 0 denote the attainment of the exact maximum under the
imposed budget.

Four ranking methodologies were compared. Under fixed criticality, priority was dictated by
the ratio of the component's local functional significance — adjusted for its degree in the dependency
graph — to recovery costs. The second method employed the ratio of the isolated increment v({c;})
to costs.

The third utilized the ratio of the current marginal increment v({c;}) to costs:
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v(RkU{c;})-v(Ry)
a;

The proposed approach leveraged the ratio of the exact residual component contribution gbiR" to
costs a;. All baseline methods were implemented by the authors within a unified software
environment, utilizing identical input data, budget constraints, and termination rules.

In total, 4800 execution runs were completed: four scenarios, 100 implementations, three
budget tiers, and four methods. For each data cluster, the mean normalized efficacy, standard
deviation, and mean deviation from the benchmark outcome were ascertained. Paired comparisons
between the proposed method and the current marginal increment approach were executed for
identical model implementations and budgets. The bounds of the 95 % confidence interval for the
mean paired difference were calculated via bootstrap estimation over 2000 resamples.

Table 1. Mean Normalized Efficacy of the Evaluated Methods

Scenario | Current Marginal Increment, % | Proposed Method, % | Difference, p.p.
Additive 97.86 £2.71 97.86+2.71 0,00
Overlapping 98.89+3.05 98.95+3.27 +0,06
Synergistic 92.33+12.59 95.12+10.28 +2,79
Mixed 94.95+8.04 95.71+7.08 +0,76

Source: compiled by the authors

Table 1 also reports the standard deviation. In the additive scenario, all methods delivered
identical mean efficacy, aligning perfectly with the absence of group interactions. In the overlap
scenario, the mean divergence between the proposed method and the current marginal increment
was a trivial 0.06 percentage points, lacking consistency across all budget tiers.

The most significant advantage was observed in the mutual synergy scenario. Under a 40%
budget, the mean paired difference registered at 2.74 percentage points, carrying a 95 % confidence
interval of 0.36 to 5.20 percentage points. At a 55 % budget, the gap widened to 3.45 percentage
points, with a confidence interval spanning 1.70 to 5.34 percentage points. Averaged across the
three budget classifications, the proposed method surpassed the current marginal increment
approach by 2.79 percentage points and outperformed the fixed criticality method by 19.65
percentage points.

In the mixed scenario, a robust advantage was corroborated at the 55 % budget: the mean
paired difference stood at 2.57 percentage points, with the 95 % confidence interval anchored
between 1.19 and 4.08 percentage points. At the 25 % and 40% budget tiers, the confidence
intervals of the paired difference contained zero. Consequently, these findings validate the
superiority of residual component contributions over the current marginal increment, predominantly
under pronounced mutual synergy and adequate budget provisions within the mixed scenario (Fig. 1
and Fig. 2).

The reduction in the quantity of subsets resulting from the localization of decomposition was
evaluated separately (Fig. 3). The pool of unrecovered components fluctuated from 6 to 16, while
the maximum accounted interaction order adopted values of h=1, h=2 and h=3. For each
configuration, the aggregate number of non-empty subsets, the number of subsets up to order h, and
the volume of connected subsets within the active graph were precisely quantified.

For 16 components, an exhaustive search necessitated the evaluation of 65535 non-empty
subsets. At h=2, only 47 connected subsets were included in the calculation, equating to a reduction
in search volume by a factor of approximately 1394. At h=3, 134 connected subsets were assessed,
translating to a reduction by a factor of roughly 489.

These results empirically demonstrate the constriction of combinatorial computational
overhead. The raw outputs of all execution runs, aggregated tables, paired bootstrap estimates,
simulation scenario parameters, source code, and figures are publicly deposited in strict accordance
with FAIR principles in the Zenodo repository [16], facilitating independent verification and result
reproduction.
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Discussion of Results and Applicability Limitations. The efficacy of the proposed method
relies heavily on the structural validity of the integral survivability index S(x), the topological
completeness of the active dependency graph G, , and the exactitude of recovery action parameters.
The domain-specific interpretation of the increment function presupposes that completed,
admissible recovery actions inherently avoid degrading collateral components and that the integral
index is strictly non-decreasing relative to functional capability indicators. Should these criteria
remain unfulfilled, or if the dependency graph omits functionally pivotal links, the computed
component contributions may inaccurately mirror the pragmatic recovery outcome.
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The priority selection rule generates a feasible finite recovery sequence based on the current
system state, residual contributions, and the available budget. For an arbitrary non-additive
increment function intertwined with multidimensional constraints, the global optimality of the
derived sequence is theoretically unguaranteed. Its merit is appraised via normalized efficacy and
deviations from exact benchmark outcomes, delineated by exhaustive searches in the simulation
experiments.

The conducted experiments encompassed synthetic scenarios featuring surrogate aggregate
recovery costs and flawless residual contributions. Therefore, the obtained results confirm the
properties of the method for a single-resource special case, but do not fully characterize the impact
of simultaneous resource, time, and communication constraints. The localization protocol was
validated solely by the mathematical contraction of evaluated subsets; the empirical error of
localized contributions and the deterministic fidelity of the resultant rankings across fluctuating h
values mandate extended empirical scrutiny.

Evaluations of execution latency, peak memory allocation, and battery energy depletion on
physical mobile platforms were deliberately excluded from this study. Consequently, the achieved
reduction in computational volume establishes the prerequisites for the real-time application of the
method, while its practical applicability for a specific class of mobile devices can be confirmed by a
separate experiment.

Conclusions. The strict conditions governing the correct application of the integral
survivability index increment function have been established. Under the assumption that completed
admissible recovery actions do not degrade component states and that the integral index is non-
decreasing relative to functional capability metrics, the formulated function remains normalized,
bounded, and monotonic. These traits validate its strict domain interpretation as the system-wide
recovery outcome for any arbitrary subset of critical components.

To distribute the aggregate increment, the Mobius transform of the set function — whose
components correspond strictly to Harsanyi dividends — and component contributions equivalent to
Shapley values were employed. The primary scientific advancement lies in the extension of this
mathematical framework to a residual increment function iteratively reconstructed following each
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completed action. The residual contribution characterizes the portion of the survivability increment
available in the current system state, preventing the redundant attribution of previously
implemented direct and group outcomes.

An enhanced method for the priority recovery of critical components has been formalized,
wherein the subsequent action is selected based on the mathematical ratio of the lower estimate of
the residual contribution to normalized resource, time, and communication costs. The method
programmatically assembles a feasible, finite sequence strictly within the bounds of available
budgets; however, it does not mathematically guarantee global optimality for an arbitrary non-
additive function subjected to multidimensional constraints. The quality of the generated sequence
is evaluated using normalized efficacy and its deviation from an exact benchmark.

A reproducible simulation experiment comprising 4800 execution cycles spanned additive,
overlapping, synergistic, and mixed interaction scenarios. In the mutual synergy scenario, the
proposed method achieved a mean normalized efficacy of 95.12 %, outperforming the 92.33 %
delivered by the current marginal increment algorithm. The mean algorithmic advantage equated to
2.79 percentage points; at 40 % and 55 % budgets, the confidence intervals of the paired differences
strictly excluded zero. In the mixed scenario, a statistically robust advantage was confirmed under a
55 % budget constraint, recording a mean divergence of 2.57 percentage points.

To suppress the combinatorial explosion of computational demands, a decomposition
localization strategy confined to connected subsets of the active dependency graph was instituted.
For 16 unrecovered components, the number of evaluated subsets decreased from 65535 to 47 at
h=2 and to 134 at h=3, which corresponds to a reduction by a factor of approximately 1394 and
489, respectively.

The derived findings strictly pertain to a synthetic single-resource paradigm utilizing surrogate
recovery costs and idealized residual contributions. Future research vectors must target the rigorous
validation of this method against synchronized, multidimensional resource, temporal, and
connectivity constraints; the quantification of actual errors injected by localized contributions; and
the physical measurement of execution latency, memory taxation, and energy drain on authentic
mobile hardware architectures.

Conflict of Interest: The authors declare that they have no known competing financial interests, personal relationships, copyright
conflicts, or any other conflicts that could have appeared to influence the work reported in this paper

Funding: This research received no external funding

Use of Artificial Intelligence (Al) Tools: The authors confirm that they did not use artificial intelligence tools to write this work
REFERENCES

1. Yu, Z., Xu, X. & Zhou, W. “Dynamic resource allocation and computational offload
optimization method for 5G network slicing in MEC environment”. Physical Communication.
2024; 66: 102362, https://www.scopus.com/pages/publications/85201365214.
DOI: https://doi.org/10.1016/j.phycom.2024.102362.

2. Li, S., Zhang, N., Jiang, R., Zhou, Z., Zheng, F. & Yang, G. “Joint task offloading and
resource allocation in mobile edge computing with energy harvesting”. Journal of Cloud
Computing. 2022; 11: 17, https://www.scopus.com/pages/publications/85133104356.
DOI: https://doi.org/10.1186/s13677-022-00290-w.

3. Lim, D. & Joe, I. “MAARS: Multiagent Actor—Critic approach for resource allocation and
network slicing in  multiaccess edge computing”.  Sensors.  2024; 24  (23): 7760,
https://www.scopus.com/pages/publications/85211792115. DOI: https://doi.org/10.3390/s24237760.

4.Deng, T., Yu, Z. & Yuan, D. “Task offloading optimization in mobile edge computing under
uncertain processing cycles and intermittent communications”. Computer Networks. 2024; 245:
110359, https://www.scopus.com/pages/publications/85189537768.

DOI: https://doi.org/10.1016/j.comnet.2024.110359.

ISSN 2522-1523 (Online) Engineering, automation, and computer-integrated systems 441



Tkachov V. M., RubanI. V. / Informatics. Culture. Technology. 2026; Vol. 3 Nel (3): 429-443

5. Yu, H. & Zhang, Q. “Hybrid learning based service migration for cost minimization with
deadlines in multi-user mobile edge computing systems”. Computer Networks. 2024; 242: 110249,
https://www.scopus.com/pages/publications/85185400583.

DOI: https://doi.org/10.1016/j.comnet.2024.110249.

6. Kharchenko, V., Ponochovnyi, Y., lvanchenko, O., Fesenko, H. & llliashenko, O.
“Combining Markov and Semi-Markov modelling for assessing availability and cybersecurity of
cloud and loT systems”. Cryptography. 2022; 6 3): 44,
https://www.scopus.com/pages/publications/85138621888.

DOI: https://doi.org/10.3390/cryptography6030044.

7. Theodoropoulos, T., Violos, J., Tsanakas, S., Leivadeas, A., Tserpes, K. & Varvarigou, T.
“Intelligent proactive fault tolerance at the edge through resource usage prediction”. ITU Journal on
Future and Evolving Technologies. 2022; 3 (3): 761-778. DOI: https://doi.org/10.52953/EHJP3291.

8. Liang, Y. & Zhang, S. “Mobility-aware multi-user service placement and resource allocation
in edge computing”. Computer Networks. 2023; 236: 110020,
https://www.scopus.com/pages/publications/85172309248.

DOI: https://doi.org/10.1016/j.comnet.2023.110020.

9. Chen, W., Chen, Y. & Liu, J. “Service migration for mobile edge computing based on
partially observable Markov decision processes”. Computers & Electrical Engineering. 2023; 106:
108552, https://www.scopus.com/pages/publications/85144823947.

DOI: https://doi.org/10.1016/j.compeleceng.2022.108552.

10. Fu, T., Wang, D., Fan, X. & Huang, Q. “Component importance and interdependence
analysis for transmission, distribution and communication system restoration”. CSEE Journal of
Power and Energy Systems. 2022; 8 (2): 488-498, https://www.scopus.com/pages/
publications/85128121206. DOI: https://doi.org/10.17775/CSEEJPES.2020.05520.

11. Ma, S.-P., Liu, I.-H., Chen, C.-Y. & Wang, Y.-T. “Version-based and risk-enabled testing,
monitoring, and visualization of microservice systems”. Journal of Software: Evolution and
Process. 2022; 34 (10): e2429, https://www.scopus.com/pages/publications/85122932634.
DOI: https://doi.org/10.1002/smr.2429.

12. Tian, W., Zhang, H., Yang, N. & Zhang, Y. “Graph-based root cause localization in
microservice systems with protection mechanisms”. International Journal of Software Engineering
and Knowledge Engineering. 2023,; 33 (8): 1211-1238,
https://www.scopus.com/pages/publications/85165881681.

DOI: https://doi.org/10.1142/S0218194023500304.

13. Xin, R., Chen, P. & Zhao, Z. “CausalRCA: Causal inference based precise fine-grained root
cause localization for microservice applications”. Journal of Systems and Software. 2023; 203:
111724, https://www.scopus.com/pages/publications/85159396126.

DOI: https://doi.org/10.1016/j.jss.2023.111724.

14. Pelegrina, G. D., Duarte, L. T. & Grabisch, M. “A k-additive Choquet integral-based
approach to approximate the SHAP values for local interpretability in machine learning”. Artificial
Intelligence. 2023; 325: 104014, https://www.scopus.com/pages/publications/85172175756.
DOI: https://doi.org/10.1016/j.artint.2023.104014.

15. Tkachov, V. & Ruban, I. “Integral survivability metric of an information system on a
mobile platform under functional cascading and secondary failures”. Innovative Technologies and
Scientific Solutions for Industries. 2025; 4 (34): 78-100,

https://www.scopus.com/pages/publications/105027459383.  DOI: https://doi.org/10.30837/2522-
9818.2025.4.078.

16. Tkachov, V. & Ruban, 1. “Experimental data and Python code for priority recovery of
critical components in a Mobile Platform-Based Information System”. Zenodo. 2026.
DOI: https://doi.org/10.5281/zenodo.21630767.

442 Engineering, automation, and computer-integrated systems ISSN 2522-1523 (Online)



Tkachov V.M., Rubanl. V. [/ Informatics. Culture. Technology. 2026; Vol. 3 Nel (3): 429-443

Received 08.07.2026
Revised after revision 20.08.2026
Accepted 28.08.2026

DOI: https://doi.org/10.15276/ict.03.2026.34
UDC 004.451:502/504

MeToa NpiopuTETHOrO0 BiTHOBJIEHHSI KPpUTHYHMX KOMIIOHEHTIB
iHpopmaniiiHOi cucTeMn HA MOOUIbHIN MJIaTGopMi 3a 1EKOMIIO3ULI€I0
IX BHECKIB Y IPUPICT iHTErpajbHOIO iHAEKCY *KUBYYOCTI
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AHOTANIA

PosrnsHyTo 3amady (opMyBaHHS 4EpProBOCTI BiTHOBJICHHS KPUTHYHHX KOMIIOHCHTIB 1H(POpMAIIfHOT CHCTEMH Ha MOOUIbHII
iathopMi 3a 0OMENKEHOro OIOKETy Ta HasBHOCTI (DYHKIIOHAIBHHX 3aJEKHOCTEH MK KOMIIOHEHTaMH. METOI0 JOCITiIKEHHS €
iABUIICHHS OOIPYHTOBAHOCTI BHOOPY INEpIIOYEProBUX BiJHOBIIOBAIBHHX MAiH 3 ypaxyBaHHSAM HPSMHX 1 TPYNOBUX pe3yJIbTATiB
BigHOBJIeHHA. CHOpMOBaHO HOPMOBaHY, OOMEKCHY Ta MOHOTOHHY MHOKHHHY (YHKIIIO TPUPOCTY IHTETPAJIBHOTO 1HICKCY
XKHUBYyJOCTi. JIms po3MOZiNy CYKYIMHOTO pe3ylbTaTy BHUKOPHCTAaHO NEpPETBOpeHHA Mebiyca Ta KOMIIOHGHTHI BHECKH, IO
BiJNIOBIIAIOTh TOJOXEHHAM Teopii KOOMEPAaTHBHUX irop. YIOCKOHAJICHHA METOAY IIOJSra€ y 3acTOCYyBaHHI 3a3HAuEHOTO
MaTeMaTHYHOTO amapary [0 B3alIdIIKOBOi (YHKIII NPHPOCTY, sKa MOBTOPHO (OPMYeTbCA IICAS KOXHOI 3aBEepIICHOT
BigHOBMOBANBHOI 1ii. Lle 3a0e3neuye BpaxyBaHHS BXKE peali3oBaHUX NPSAMEX i TPYMOBHX PE3yJbTATIB Ta 3al00irae ix MOBTOPHOMY
3apaxyBaHHIO. [IpiopHTET KOMIIOHEHTa BH3HAYAEThCS 3 ypaxyBaHHSAM HIDKHBOI OLIHKHM 3QJIMIIKOBOIO BHECKY Ta HOPMOBAHHX
pECYypCHHX, YacoBHX 1 KOMYHIKAI[IHfHMX BHTpar. [l CKOpOUeHHS OOYHCICHb IEKOMIIO3HWINS JIOKA3yeThCs Ha 3B’SI3HUX
MiZIMHOJKMHAX aKTUBHOTO rpada 3aiekHOoCcTel i3 OOMEXEHHSIM MAaKCUMAJIBHOTO IOPSAKY B3a€MOAii Ta KOHTPOJIEM HOXHUOKH.
[IpoBeneHo BiATBOPIOBaHMI MOJEIBHIN €KCIIEPUMEHT JUIsl aJUTHBHOTO CLIEHApito, CIIEHaPiiB MePEKPUTTsI, B3AEMHOTO MiICHIICHHS Ta
3MilIaHoi B3a€MOJii KOMIIOHEHTIB 3a PIi3HHUX pIiBHIB JOCTYITHOTO Oro/keTy. Pe3ynbpraTh 3acBiqumid IepeBary BHKOPHCTaHHS
3aJIMIIKOBUX KOMITOHEHTHUX BHECKIB 32 BUPAKEHUX IPYMOBUX B3a€MOJIHN 1 MATBEPIIN iCTOTHE CKOPOUYEHHS KUIBKOCTI OIIHIOBAaHUX
MiAMHOXWH YHACHIIIOK JOKami3alii. BusHaueHO Mexi 3aCTOCOBHOCTI METOMY, MOB’s3aHi 3 MOBHOTOO rpada 3aIeKHOCTEH, TOYHICTIO
OIiHHOI (YHKIII, OZHOPECYPCHUM XapaKTepOM MOJEIBHOTO EKCIEPHUMEHTY Ta MOTPe0OI0 MOAANbIIol MEepeBipKH Ha peanbHii
MOOUIBHIH TIaThopmi.
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